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Case

Case CVE-2021-44228 in Example Endpoint Agent

Type Actively exploited vulnerability

Product Example Endpoint Agent 4.1.8, 4.2.1

Reported to BSI / CERT-Bund (Germany)

State final_submitted

Note Illustrative. Not a customer, and not a filing that was made.

Timeline

Became aware  Art. 14(2) 2026-09-02T09:15:00.000Z

Early warning due  Art. 14(2)(a) 2026-09-03T09:15:00.000Z

Early warning submitted  Art. 14(2)(a) 2026-09-02T16:40:00.000Z

Notification due  Art. 14(2)(b) 2026-09-05T09:15:00.000Z

Notification submitted  Art. 14(2)(b) 2026-09-04T11:20:00.000Z

Corrective measure available  Art. 14(2)(c) 2026-09-08T14:00:00.000Z

Final report due  Art. 14(2)(c) 2026-09-22T14:00:00.000Z

Final report submitted  Art. 14(2)(c) 2026-09-15T10:05:00.000Z

Assessment

The Article 14 duty is triggered by exploitation of the manufacturer's own product. These questions were answered before 

this case was opened.

Is the vulnerable component actually used in the shipped product?

Yes

Is the vulnerable code path reachable?

Yes

Is there evidence of exploitation affecting this product?

Yes

Is the product still within its support period?

Yes

Rationale recorded at the time

The agent formats untrusted collector input through the affected logging library, so the vulnerable path is reachable in 

both supported versions. Listed in the CISA exploited catalogue, which is the trigger to assess; the reachability above is 

what made it reportable.
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Submissions

Early warning

Submitted 2026-09-02T16:40:00.000Z

Platform reference SRP-2026-004417

Filed by other means Submitted through the ENISA platform by the authorised representative.

Notification

Title  Art. 14(2)(a) Active exploitation affecting Example Endpoint Agent 4.x

Date and time you became aware  Art. 14(2)(a) 2026-09-02 09:15 UTC

Product

Product name  Art. 14(2)(b) Example Endpoint Agent

Product version or version range  Art. 14(2)(b) 4.1.8, 4.2.1

Member states where the product is avail-

able  Art. 14(2)(a)

DE, AT, NL

Notification

Submitted 2026-09-04T11:20:00.000Z

Platform reference SRP-2026-004417

Nature of the vulnerability or incident

CVE identifier  Art. 14(2)(b) CVE-2021-44228

Component name  Art. 14(2)(b) org.apache.logging.log4j/log4j-core

General information about the vulnerability or 

incident  Art. 14(2)(b)

Remote code execution through JNDI lookup in the logging library, reach-

able from untrusted collector input in the affected versions.

Corrective and mitigating measures

Corrective or mitigating measures taken  Art. 

14(2)(b)

Lookups disabled by configuration in a hotfix released to all supported 

versions.

Final report

Submitted 2026-09-15T10:05:00.000Z

Platform reference SRP-2026-004417

Detailed description

Full description of the severity  Art. 14(2)(c) CVSS 10.0. Unauthenticated remote code execution.

Full description of the impact  Art. 14(2)(c) Two supported versions affected; no evidence of exploitation against users 

of this product.

Corrective and mitigating measures

Details of the security update or corrective 

measure available  Art. 14(2)(c)

Versions 4.1.9 and 4.2.2 upgrade the library and remove the lookup path.

Date and time a corrective or mitigating mea-

sure became available  Art. 14(2)(c)

2026-09-08 14:00 UTC
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Event log

2026-09-02T09:15:00.000Z alert.decided · security@example.test

2026-09-02T09:16:00.000Z case.created · security@example.test

2026-09-02T16:40:00.000Z stage.submitted · security@example.test

2026-09-04T11:20:00.000Z stage.submitted · security@example.test

2026-09-08T14:00:00.000Z case.fix_available · security@example.test

2026-09-15T10:05:00.000Z stage.submitted · security@example.test

2026-09-15T10:06:00.000Z pack.generated · security@example.test

Integrity

Every recorded action is hash-chained to the one before it. Recomputing the chain detects any entry that was altered or 

removed.

Entries 31

First hash 4f1c0a9e77b2d3

Last hash b8e5d2170c9a64

Chain verified Yes, intact

Verification code SAMPLE-PACK

Sample pack published by Declara to show what one contains. This produces evidence, timelines and drafts. It is not legal advice, and the 

manufacturer remains the party responsible for reporting.
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